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Flaky tests: Non-deterministic failures of automated regression tests in continuous
integration pipelines that are not caused by software regressions.

e Waste developer time
e Block and delay releases

e Diminish trust in testing

Comprehensive root cause analyses (Luo et al. 2014; Gruber et al. 2021; Hashemi, Tahir,
and Rasheed 2022)
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Flaky Tests
Example: 1ibkdumpfile

1 #! /bin/sh

2

3 name=xlatmap

4 resultfile="out/${name}.result"”
5

6

7

8

expectfile="$srcdir/$name.expect"

echo -n "Checking... "
./xlatmap >"$resultfile"

Excerpt from:

https://github.com/ptesarik/libkdumpfile/blob/c54a90c2756e0ca7f9b45662ad3c987403ee7360/tests/xlatmap-check
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Test Interference
Example: 1ibkdumpfile

1 #! /bin/sh

2

3 name=xlatmap

4 resultfile="out/${name}.result”

5 expectfile="$srcdir/$name.expect"
6
7
8
9

mkdir -p out

echo -n "Checking... "
10 ./xlatmap >"$resultfile”

Excerpt from accepted fix:

https://github.com/ptesarik/libkdumpfile/blob/e6c5fde6ac7201185292539bef7203¢c9618ac773/tests/xlatmap-check
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Flaky Test Coping Strategy in
Industry: Rerun

e Google: 10x
e Mozilla: 10x + 5x + “CHAOS_MODE”
e Spotify: 3-5x with coverage instrumentation

e Dropbox Athena: Mark tests in pre-submit, re-run in post-
submit

e Microsoft Azure: Configurable test/pipeline reruns

If detected: Proceed with integration (no regression),

skip execution of test in the future



Viability of the Strategy
(Wendler and Winter 2024)

1. Select Java projects from IDoFT with flaky tests that have known flakiness-introducing
commit (FIC) (Lam et al. 2020)

2. Run test suites from FIC to iDFlakies-commit & repeat 30 times

Result: 5 flaky tests in the study reveal regressions in the commit history
> Quarantining tests diminishes test suite power
> Better approaches than “flag + skip” desirable
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Flaky Test Coping Strategies in
Academia

e Detection and repair: costly, but massive improvements with
recent work (Eder and Winter 2024)
e Avoidance: (Silva et al. 2024)

o Mi-basedpredietion (tests can be both flaky and regression-
revealing (Wendler and Winter 2024))
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Detection and Repair

e Requires hypothesis on root cause
e Systematic search for sensitivity to root cause
= Order dependencies (Lam et al. 2019)

= |mplementation dependencies (unordered collections,
etc.) (Shiet al. 2016)

= Resource dependencies (Silva, Teixeira, and d’Amorim
2020; Silva et al. 2024)

10
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Order Dependencies (OD)

“intermit” “flak” Total

All commits 859 270 1,129
Commits about flaky tests 708 147 855
LDFFT commits 399 87 486
Inspected commits 167 34 201
ASYNC WAIT 62 12 74
CONCURRENCY 26 6 32
TEST ORDER DEPENDENCY 14 5 19
RESOURCE LEAK 9 2 11
NETWORK 10 0 10
TIME 5 0 5
10 4 0 4
RANDOMNESS 2 2 4
FLOATING POINT OPERATIONS 2 1 3
UNORDERED COLLECTIONS 1 0 1
Hard to classify 34 6 40

Source: (Luo et al. 2014)
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Order Dependencies (OD)

Source: (Gruber et al. 2021)

Root Cause relative total
Infrastructure 28 % 2158
Test Order Dependency 59 % 4461
victims 3168
brittles 738
could not be analyzed 555
Non-order-dependent 13% 952
sample 100
Network 42
Randomness 37

10 7
Time 4
Async Wait 3
Concurrency 3
Resource Leak 2

Test Case Timeout 1
Unordered Collections 1

Too Restrictive Range 0
Platform Dependency 0

Test Suite Timeout 0

12
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OD Detection Overhead

e Complete detection: Run all test suite permutations (n!)
s libkdumpfile has 184 tests
= 2.2 x 10%% test suite permutations

= 22s per test suite run > 4.9 x 105
(estimated age of universe: 4.3 X 10175)

13



OD Detection Overhead

e Empirical results: Pairwise permutations mostly suffice
(n - (n — 1)) (Zhang et al. 2014; Shi et al. 2019)

= Factorial down to quadratic complexity

m 33,672 test pairruns and > 2h for 1ibkdumpfile

= Still too long to run in Cl

Corr o o)
{( SNl
<),

14
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Reducing OD Detection Cost
(Eder and Winter 2024)

Insight: No shared resource access > no order dependency

Idea: Run every test once and record access rights on files,
sockets, ...

( lasiEr i I llasi 2 I lasi= s ]

reads: writes: reads: writes: reads: writes:
Eog s SICLO og txEl Src 0f Tog Lxt  ISEC ©
log txtu Eile o Hile a File o

15
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Reducing OD Detection Cost
(Eder and Winter 2024)

Insight: No shared resource access > no order dependency

Idea: Run every test once and record access rights on files,

sockets, ...
[ Test 1 I Test 2 I Test 3 ]

16
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Reducing OD Detection Cost
File Descriptors Filtered (FDF)

(due to log.t ,
[ Test 1 I Test 2 I Test 3 ]
[ Test 1 I Test 3 J
g )

reads: writes: reads: writes: reads: writes:

log.txt —s»ere— Llog.txt —sre—e— 1log.txt —sre—o—

to log.txt ,
l0g txE Tila o T1le & File &
[ Test 2 I Test 3 ]
to file.a)

17



Reducing OD Detection Cost
Overlay FS + FDF (OFSFDF)

e Insight: Not every write permission leads to an actual
change

e |Idea: Snapshot filesystem before/after test run

[ Test 1 I Test 2 I Test 3 ]

reads: writes: reads: writes: reads: writes:
log.txt —swre—e— log.txt —swre—e— 1log.txt —sre—o—
tod txt Filo o e a4 file o

18



Reducing OD Detection Cost
Overlay FS + FDF (OFSFDF)

[ Test 1 I Test 2 I Test 3 J {[ — I — j}

reads: writes: reads: writes: reads: writes:
log.txt —s»e-e— log.txt —skre-e— log.txt —srero— (due to file.a)
log—tt file.a f9le a2 tilte o




Results
Test Order Reductions

Net Savings llbkdumpflle:
. 33,672 test pair runs and > 2h
Net Overhﬁi\g; 4‘:1:'7 N

G0 r0t q0f 100 10t 100 4 test pairruns and <1s

Seconds (log)

Net Savings
n=112

Net Overheads I

n=22

001 010 T TH00
Relative Overheads/Savings (log)



Summary

Flaky tests threaten regression testing.
Coping strategies:

Rerun + skip (considered harmful (Wendler and Winter
2024))

Prediction (considered imprecise (Wendler and Winter
2024))

Avoidance (discussed in (Silva et al. 2024))

Detection + repair (costly, but recently improved (Eder and
Winter 2024))

21
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Research Overview

Research focus: Software Dependability, Software Testing, Reproducibility

/ =a FaU|t Injection Tests for - 7777777\\ResearCh ArtifaCtS
a ¥ \\\ _Mission-Critical Software | [FSE'20]  [FSE'22]

. = q@\ v )
| = L SW Assessment Methodology
[ICSE’'11]  [ASE‘17] \ [ICST 17] [DSN’20] '

’ CSE’ 15] [ASE’'24]
[DSN12] - 150RC15] @ (PRDC'18]  [ISSRE’20]
[DSN’13] [EDCC’15] [FTW’24]

, [ISSRE’19]  [0OPSLA’20]
[ISSTA’14] [TSE'20] [EASE’25]

[ISSTA'19]  [TsE'24]

Application domains:

e Automotive, CPS, robotics
e Operating systems
e Automated verifiers

22



Collaboration Opportunities

Testing and reproducibility are cross-cutting concerns in CS.

Technology-induced relations:

e Robotics and embedded systems (Prof. Henrich)

e Parallel and distributed systems (Prof. Rauber)

Critical application domains:

e Ambient Assisted Living & Medical Assistance Systems (Prof. Leutheuser)

o Cybersecurity (Prof. Roth)

Reproducibility and research software: Prof. Koschmider (information systems)

23
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